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MALWARE




What is the origin and meaning of
the term Malware?

It is a combination of the words “malicious and
software”.

It covers a variety of forms of hostile, intrusive
and annoying software or program code.

Malware programs are a security risk

So you make every effort to keep your machine
clean




Malware programs on your
computer can find:

Your name

Home address
E-mail address
Credit Card numbers
Web site histories
Passwords

Almost anything else stored on your PC

To make matters worse Malware programs
are often poorly written and they can take up

a large part of the capacity of your PC which
will slow it down severely.




In 2007 more Malware was produced than in
the previous 20 years.

Early programs, in the days of MS-DOS, were
written as experiments or pranks and were
intended to be generally harmless and
annoying.

Later on programs were written to vandalise or
corrupt file systems.

Today they are mainly written to extract
information from your computer for business
or criminal purposes or to distribute contacts
forimmoral purposes.




Types of Malware 1

require user intervention to spread by
running the program thereby passing the virus
to other software. Viruses and other
malicious programs are capable of changing
their signatures every few hours.

, Which actively spread themselves over a
network to infect other computers. They can
scan the network for vulnerable computers,
copy themselves over and continually repeat
the process.

Types of Malware 2

, where malware is concealed in a
seemingly innocuous program which invites
the user to run it. Undesirable effects could
delete user’s files, or install more harmful
software for the benefit of the writer of the
Trojan Horse.

, using worms or being bundled in a
desired program downloaded from the
Internet. More later.







